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Cyber risk evolving as  
fast as technology itself

In 2020, for the first time ever, cyber risk was ranked the number 
one commercial risk globally1 representing a significant shift in 
position when compared to 2013 where it was ranked as 15th.2

Cyber-crime is effecting businesses both large and small, with 
an estimated cost to the Australian businesses community of 
more than $29 billion per year.3

Unfortunately, even with the best security and expertise in 
place, breaches are not entirely preventable. Additional focus 
needs to be placed on detecting weaknesses, intrusions and the 
corresponding recovery and response plan. 

We are seeing themed alerts, an increase in SMS/text message 
scams and phishing campaigns to obtain user credentials, with 
requests for information that leave businesses and individuals 
susceptible to fraud and other crime. Retail banks, government 
departments and other legitimate sources are being used to 
front these operations, which include targeting remote working 
employees. 

This extends to lost passwords, credit cards, voicemail and 
ID cards that allows a perpetrator to access information that 
enables fraudulent activity.

With the shift to remote working and the need to manage 
and maintain customer data off-site, small businesses are 
increasingly vulnerable to cyber-attacks, often viewed by 
perpetrators as 'low hanging fruit'. 

The perceived value of data and information is a valuable 
commodity and has grown along with the connected risk.  
As more people are now working remotely, access to data  
and stricter device controls are the new security perimeter.

1. Department of Home Affairs and Smart Online Australia
2. Allianz Global Risk Barometer 2020, Allianz Global Corporate and Specialty, January 2020.
3. Department of Home Affairs and Smart Online Australia
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DEFENCE IS PART OF THE RESPONSE
As a minimum, businesses should have automatic updates for 
computer operating systems and software turned on, apply 
software patches as they are released, lock unattended devices 
and have automated data back-up processes in place. 

Measures should be taken to limit access to sensitive information 
(customer, employees and financial), apply multi-factor 
authentication, mobile device encryption, and provide training 
to educate all employees on the risks of using public WiFi and 
the process to support suspected cyber incidents.

HELP IS AVAILABLE
If you, or your business, are the victim of a data breach having 
stand-alone cyber insurance will generally provide you with 
an adequate safeguard and expert assistance. This includes 
restoring data and/or containing the privacy of company 
information, which is often more critical in the immediate term 
from a business continuity perspective than a monetary payout. 

And if addressed quickly, data breaches can generally be triaged 
inexpensively and your IT security restored with minimal impact 
to your business. Support can also be provided to manage the 
mandatory breach reporting requirement. ◆
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